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DETAILED ACTION 

1 . This office action is in response to tlie communication filed on 03/19/2007. 

2. Claims 1-26 are pending and presented for examination. 

Claim Objections 

3. Claim 1 is objected to because of the following Informalities. Claim 1 recites the 
limitation "said, provider network" on line 7. There is insufficient antecedent basis for 
this limitation in the claim. For examining purposes, the limitation will be treated as "a 
network provider." Appropriate correction is required. 

Ciaim Rejections • 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 1-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ould-Brahim et al. (BGP/GMPLS Optical VPNs, hereafter Ould-Brahim) further in view 
of Rosen et al. (BGP/MPLS VPNs, hereafter Rosen) 
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6. For claim 1 , Ould-Brahim discloses a network for providing switched virtual circuit 
Layer-2 VPNs, said network comprising: 

■ a set of elements interconnected by services (fig. 2, a set of elements containing 
customer edge routers (CE) and provider edge routers (PE)); 

■ at least one first subset of said elements defining a private network (fig. 2, subset 
CE's defining virtual private networks such as VPN-A); 

■ at least one second subset of elements different from said first subset defining a 
provider network wherein at least two subgroups of said first subset of elements 
may be connected via said provider network (fig. 2, p. 4 par. 7, subset PE's is a 
provider network, two subgroups such as the CE1 and the CE2 that are in a 
same VPN-A are connected together through the PE provider network); 

■ a provisioning mechanism used to define element membership in said first 
subset of elements (abstract, single end provisioning, adding a new port to a 
given VPN only involves changes on the devices connected to that port, p. 3 par. 
7 and 8, a pair of CE's could be connected through the service provider, 
provisioning changes such as adding a new port to a given VPN (or a new 
member) only affect the PE and the new added CE that is connected to the PE 
through that port, section 3, par. 1 and 3, each CE has a unique customer port 
identifier (CPI) within a VPN, defining its membership within the provider 
network); 
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" a plurality of customer ports maintained on said elements of said first subset of 
elements (section 3, par. 1 and 3, each CE has a unique customer port identifier 
(CPI) within a VPN, defining its membership within the provider network); 

" a plurality of provider ports maintained on said second set of elements, each of 
said plurality of provider ports connected by services to a customer port (section 
3 par. 3, each PE port has a unique provider port identifier PPI); 

" a port information table at each element of said provider network having a 
provider port, said port information table containing mapping information relating 
addresses of customer ports to addresses of provider ports for said first subset of 
elements (fig. 2, PE with a port information table, p. 6 par. 3, each PE has a port 
infomiation table (PIT) containing a list of CPI and PPI pairs); 

■ a signaling mechanism used to create Layer-2 connectivity between elements 
within said first subset of elements at the Layer-2 level across said second 
subset of elements (p. 7 par. 6, GMPLS signaling to create connection between 
client devices that are connected to the customer edge routers); 
Ould-Brahim does not explicitly disclose a reachability distribution mechanism 
(fig. 2 BGP route distribution between PE's). 

However, Rosen discloses a reachability distribution mechanism (p. 7 par. 1, 
section 4.2.2, route reachability information at CE1 can be distributed to CE2 and CE3 
of a same VPN). 

Therefore, it would have been obvious for one skilled in the art at the time of the 
Invention to combine the teachings of Ould-Brahim and Rosen in order to apply the 



Application/Control Number: 10/657.939 Page 5 

Art Unit: 2152 

reachability distribution capability of Rosen to Ould-Brahim's system to use Border 
gateway protocol (BGP) to distribute VPN routes among PE routers (Rosen, section 4, 
par. 1) 

7. For claim 2, Ould-Brahim/Rosen discloses the invention substantially as in claim 

1. Ould-Brahim/Rosen further discloses said reachability distribution mechanism uses a 
Layer-3 VPN service (Rosen, section 4.2.2, par. 1, VPN-IPv4 is a layer-3 VPN service). 

8. For claim 3, Ould-Brahim/Rosen discloses the invention substantially as in claim 

2. Ould-Brahim/Rosen further discloses said a subset of Layer-3 VPN service 
piggybacks VPN routes onto the backbone Border Gateway Protocol (Rosen, section 4, 
par. 1 , BGP is used to distribute VPN routes among PE routers). 

9. For claim 4, Ould-Brahim/Rosen discloses the invention substantially as in claim 
2. Ould-Brahim/Rosen further discloses said a subset of Layer-3 VPN service uses a 
virtual router redistribution scheme (Rosen, section 4.2.2, par. 2, redistributing routes 
either to an autonomous system border router or to a route reflector). 

10. For claim 5, Ould-Brahim/Rosen discloses the invention substantially as in claim 
1. Ould-Brahim/Rosen further discloses said signalling mechanism is an MPLS 
signaling mechanism (Ould-Brahim, p. 7 par. 6, MPLS signaling). 



Application/Control Number: 10/657.939 Page 6 

Art Unit: 2152 

1 1 . For claims 6 and 7, Ould-Brahim/Rosen discloses the invention substantially as 
in claim 1. Ould-Brahim/Rosen further discloses an auto-discovery mechanism for 
distributing said mapping information to port information tables of said provider network 
using Border Gateway Protocol (Ould-Brahim, p. 6 par. 4, 5 and 6, local information (PE 
PIT information received from the attached CEs) can be distributed to other PEs in of 
said VPN through a provider network using BGP). 

12. For claim 8, Ould-Brahim/Rosen discloses the invention substantially as in claim 
1 . Ould-Brahim/Rosen further discloses said provisioning mechanism operates in 
conjunction with said signaling mechanism to restrict element connectivity to elements 
of said first subset (Ould-Brahim, p. 6 par. 6. import route targets restrict the set of 
routes that could be imported from provider's BGP into the PIT to only the routes that 
have at least of these communities). 

13. For claim 9, Ould-Brahim/Rosen discloses the invention substantially as in claim 
1. Ould-Brahim/Rosen further discloses said data and signalling services have IP 
signaling services (Rosen, section 4.1, VPN-IPv4). 

14. For claim 10, Ould-Brahim/Rosen discloses the invention substantially as in claim 
1. Ould-Brahim/Rosen further discloses said customer port addresses need be unique 
only within said first subset of elements (Ould-Brahim, par. 1 , customer port address 
needs not to be unique across several VPN's). 
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15. For claim 1 1 , Ould-Brahim/Rosen discloses the invention substantially as in claim 
1 . Ould-Brahim/Rosen further discloses said customer port addresses and provider port 
addresses use an addressing scheme chosen from the group of IPv4, IPv6, and NSAP 
(Ould-Brahim, section 3, par. 1-3, IP address is chosen as port identifier). 

16. For claim 22, the claim is rejected for the same rationale as in claim 1 1 . 

17. For claim 12, Ould discloses a method of organizing a network having a set of 
elements interconnected by services, wherein at least one first subset of said elements 
defines a private network and at least one second subset of elements different from said 
first subset defines a provider network and wherein at least two subgroups of said first 
subset of elements may be connected via said provider network, said method 
comprising: 

" defining element membership in said first subset of elements via a provisioning 
mechanism (abstract, single end provisioning, adding a new port to a given VPN 
only involves changes on the devices connected to that port); 

" establishing a plurality of customer ports within said elements of said first subset 
of elements (section 3, par. 1 and 3, each CE has a unique customer port 
identifier (CPI) within a VPN); 
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" establishing a plurality of provider ports within said second set of elements, each 
of said plurality of provider ports connected by services to a customer port 
(section 3 par. 3, each PE port has a unique provider port identifier PPI); 

■ establishing a port infonnation table at each element of said provider network 
having a provider port, said port infonnation table containing mapping information 
relating addresses of customer ports to addresses of provider ports (fig. 2, PE 
with a port infonnation table, p. 6 par. 3, each PE has a port infonnation table 
(PIT) containing a list of CPI and PPI pairs); 

■ creating Layer-2 connectivity within said first subset of elements at the Layer-2 
level across said second subset of elements via a signalling mechanism (p. 7 
par. 6, GMPLS signaling to create connection between client devices that are 
connected to the customer edge routers); 

Ould-Brahim does not explicitly disclose determining reachability across said 
second subset of elements; 

However, Rosen discloses determining reachability across said second subset of 
elements (p. 7 par. 1, section 4.2.2, route reachability information at CE1 can be 
distributed to CE2 and CE3 of a same VPN). 

Therefore, it would have been obvious for one skilled in the art at the time of the 
invention to combine the teachings of Ould-Brahim and Rosen in order to apply the 
reachability distribution capability of Rosen to Ould-Brahim's system to use Border 
gateway protocol (BGP) to distribute VPN routes among PE routers (Rosen, section 4, 
par. 1) 



I 
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1 8. For claim 1 3, tlie claim is rejected for the same rationale as in claim 2. 

1 9. For claim 14, the claim is rejected for the same rationale as in claim 3. 

20. For claim 1 5. the claim is rejected for the same rationale as in claim 4. 

21 . For claims 16 and 17, the claims are rejected for the same rationale as in claims 
6 and 7. 

22. For claim 18, the claim is rejected for the same rationale as in claim 8. 

23. For claim 19. the claim is rejected for the same rationale as in claim 5. 

24. For claim 20, the claim is rejected for the same rationale as in claim 9. 

25. For claim 21 . the claim is rejected for the same rationale as in claim 10. 

26. For claim 23, Ould-Brahim/Rosen discloses the invention substantially as in claim 
. Ould-Brahim/Rosen discloses a method of organizing a network having a set of 
elements interconnected by services, wherein at least one first subset of said elements 
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defines a private network and at least one second subset of elements different from said 
first subset defines a provider network and wherein at least two subgroups of said first 
subset of elements may be connected via said provider netv/ork (fig. 2, subset of CEs, 
subset of PEs, two CEs can be connected via a provider network), said method 
comprising: 

■ defining a L2VPN topology (fig. 2, VPN topology); 

" establishing a plurality of customer ports within said elements of said first subset 
of elements (section 3, par. 1 and 3, each CE has a unique customer port 
identifier (CPI) within a VPN); 

" establishing a plurality of provider ports within said second set of elements, each 
of said plurality of provider ports connected by data and signalling services to a 
customer port (section 3, par. 1 and 3, each CE has a unique customer port 
identifier (CPI) within a VPN); 

■ creating a Layer-2 Port Information Table for each provider port; and establishing 
the identity of customer ports attached to each provider port, and populating the 
Layer-2 Port Information Table at that provider port with mapping infomriation 
relating addresses of customer ports to addresses of provider ports (fig. 2, PE 
with a port Information table, p. 6 par. 3, each PE has a port information table 
(PIT) containing a list of CPI and PPI pairs); 

■ distributing said mapping information to Layer-2 Port Information Tables of said 
provider network via an auto-discovery mechanism (p. 6 par. 4, 5 and 6, local 



I 
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information (PE PIT information received from the attached CEs) can be 
distributed to other PEs in of said VPN through a provider network using BGP); 
" creating Layer-2 connectivity within said first subset of elements at the Layer-2 
level across said second subset of elements via a signalling mechanism upon 
request from an element within said first subset of elements (p. 7 par. 6, GMPLS 
signaling to create connection between client devices that are connected to the 
customer edge routers). 

Ould-Brahim does not explicitly disclose determining reachability across said 
second subset of elements via a Layer-3 VPN service. 

However, Rosen discloses determining reachability across said second subset of 
elements via a Layer-3 VPN service (p. 7 par. 1, section 4.2.2, route reachability 
information at CE1 can be distributed to CE2 and CE3 of a same VPN). 

Therefore, it would have been obvious for one skilled in the art at the time of the 
invention to combine the teachings of Ould-Brahim and Rosen in order to apply the 
reachability distribution capability of Rosen to Ould-Brahim's system to use Border 
gateway protocol (BGP) to distribute VPN routes among PE routers (Rosen, section 4, 
par. 1) 
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Conclusion 

27. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 

. ■ Yamadaetal. US 7,203.762. L2 and L3 VPNs. 

• Kim et al. US 2004/0037296. QoS supported bi-directional tunnel and distributing 
L2VPN membership using extended LDP. 

" Ashwood Smith et al. US 2005/0163101 . Generalized virtual router. 

• Erb et al. US 2003/0026271 . L2/L3 network with LSP-enabled routing. 

" Forslow et al. US 7,1 55,51 8. Extranet workgroup information across multiple 
mobile VPNs. 

28. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Hieu T. Hoang whose telephone number is 571-270- 
1253. The examiner can normally be reached on Monday-Thursday, 8 a.m.-5 p.m., 
EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Bunjob Jaroenchonwanit can be reached on 571-272-3913. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status infonnation for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-dlrect.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 




